Post-Quantum
Cryptography

Not If. When.

Quantum computing introduces a long-term risk to today’s public-key
cryptography.

Organisations must begin preparing now for the transition to quantum-
resistant algorithms.

The OpenSSL Library integrates classical algorithms, post-quantum
algorithms and hybrid cryptographic modes to support this transition.
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OpenSSL Library PQC Integration in OpenSSL 3.5

ML-KEM ML-DSA SLH-DSA Hybrid TLS
(FIPS 203) (FIPS 204) (FIPS 205) (Classical + PQC)
A key encapsulation A digital signature A hash-based signature Allows existing systems
mechanism designed to algorithm designed for scheme designed for long- to combine current
establish shared authentication and term cryptographic cryptographic algorithms
secrets for secure software integrity. resilience. with post-quantum algo-
communications. rithms while maintaining compatibility

with today's infrastructure.

PQC Adoption Timeline

2020 2026 2035
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« Assess risk

+ Deploy classical + PQC + Transition to standardized PQC

* Inventory systems « Benchmark performance + Retire classical crypto

+ Plan migration * Enable hybrid TLS + Full compliance posture

Talk to us to help accelerate the process of upgrading your

applications and infrastructure to remain safe in a post-
quantum world.
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